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9.	 Use the last non-lined pages as draft.
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	     property of NESA.
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OPTION/TRADE: SOFTWARE PROGRAMMING AND EMBEDDED SYSTEM (SPE) 
 
 
SUBJECT/EXAM: COMPUTER NETWORKS 

 

DURATION: 3 HOURS 

 

INSTRUCTIONS TO CANDIDATES (QUESTION PAPER) 

 

 

 

 
 

Note: 

Every candidate is required to carefully comply with the provided assessment 
instructions. 

  

This Exam paper is composed of Three Sections (A, B, and C). Follow 
the instructions given below, and answer the indicated questions for a 
total of 100 marks   

Section A: Fourteen (14) questions, all Compulsory      55 marks 

Section B: Among the five (5) questions, attempt any three (3)    30 marks  

Section C: Among the two (2) questions, attempt any one (1)      15 marks 

Allowed materials: 
- Ruler 

- Blue or black pen 

- Calculator 
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01.  Define the term “electrical drawing”.                          
 

(3marks) 

02.  Outline any four (4) categories of engineering drawing.              
 

(4marks) 

03.  Explain the following types of lines:                                 
a) Hidden Lines 
b) Dimension lines. 

(4marks) 

04.  Differentiate CAD from AutoCAD.         

               

(3marks) 

05.  Draw a parallelogram with 1100, 700  as angles, 30cm and 18cm as 

sides.         
                                                                            

(5marks) 

06.  List any three (3) features of a standard lettering.     
                            

(3marks) 

07.  Draw the symbols of the following electrical components:          
a) Intermediate switch;          

b) Two-way switch;           

c) Socket outlet with three plugs;           

d) Electrical fuse;                 

e) Three gang one way switch.          

 

(5marks) 

08.  Draw the symbols of the electrical components below:                                                      
a) Filament Lamp;  

b) Distribution board or consumer unit;  

c) Protective Earth;  

d) Contactor (N/C). 

 

(4marks) 

09.  List the three (3) types of pictorial projection.  
  
 

(3marks) 

10.  Mention the five (5) types of electrical alarms.       (5marks) 

SECTION A: Attempt all questions                      (55 marks) 
______________________________________________________________________________ 
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01.  Define the following terms:                                             
a) Computer network 
b) Internetworking devices 
c) Transmission Medium in networking system                                                      

(3 marks) 

02.  List any three (3) components of a computer network and explain their 
respective roles in facilitating communication and data transfer.  

(3 marks) 
 

03.  What are the three (3) types of ports that exist in Spanning Tree Protocol 
(STP)?          

(3 marks) 

04.  Provide any five (5) factors considered when selecting a server operating 
system.         

(5 marks) 

05.  What are any four (4) main purposes of configuring VLAN in a computer 
network?  

(4 marks) 

06.  Define three (3) types of file permissions in Linux     (3 marks) 
07.  Give the name of each network topology shown in the figures below  

 
(4 marks) 

08.  List any three (3) features of the network operating system.  (3 marks) 
09.  Wireshark is a powerful and versatile network protocol analyzer, widely 

recognized for its capability to capture and analyze network traffic in real 
time. Consider the below Wireshark interface and answer the provided 
questions.  

 

a) What is the layer 2 source address of the selected packet? 

(5 marks) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SECTION A: Attempt all questions                      (55 marks) 
______________________________________________________________________________ 



          2023-2024-NESA (National Examination and School Inspection Authority)          		                       3

T087_ Technical and Electrical drawing 
 

 
 
 2023-NESA (National Examination and School Inspection Authority).                                                 2   
 

 

01.  Define the term “electrical drawing”.                          
 

(3marks) 

02.  Outline any four (4) categories of engineering drawing.              
 

(4marks) 

03.  Explain the following types of lines:                                 
a) Hidden Lines 
b) Dimension lines. 

(4marks) 

04.  Differentiate CAD from AutoCAD.         

               

(3marks) 

05.  Draw a parallelogram with 1100, 700  as angles, 30cm and 18cm as 

sides.         
                                                                            

(5marks) 

06.  List any three (3) features of a standard lettering.     
                            

(3marks) 

07.  Draw the symbols of the following electrical components:          
a) Intermediate switch;          

b) Two-way switch;           

c) Socket outlet with three plugs;           

d) Electrical fuse;                 

e) Three gang one way switch.          

 

(5marks) 

08.  Draw the symbols of the electrical components below:                                                      
a) Filament Lamp;  

b) Distribution board or consumer unit;  

c) Protective Earth;  

d) Contactor (N/C). 

 

(4marks) 

09.  List the three (3) types of pictorial projection.  
  
 

(3marks) 

10.  Mention the five (5) types of electrical alarms.       (5marks) 

SECTION A: Attempt all questions                      (55 marks) 
______________________________________________________________________________ 

T 101_ Computer Networks 
 

 
 
 2024-NESA (National Examination and School Inspection Authority).                                                 2   
 

 

01.  Define the following terms:                                             
a) Computer network 
b) Internetworking devices 
c) Transmission Medium in networking system                                                      

(3 marks) 

02.  List any three (3) components of a computer network and explain their 
respective roles in facilitating communication and data transfer.  

(3 marks) 
 

03.  What are the three (3) types of ports that exist in Spanning Tree Protocol 
(STP)?          

(3 marks) 

04.  Provide any five (5) factors considered when selecting a server operating 
system.         

(5 marks) 

05.  What are any four (4) main purposes of configuring VLAN in a computer 
network?  

(4 marks) 

06.  Define three (3) types of file permissions in Linux     (3 marks) 
07.  Give the name of each network topology shown in the figures below  

 
(4 marks) 

08.  List any three (3) features of the network operating system.  (3 marks) 
09.  Wireshark is a powerful and versatile network protocol analyzer, widely 

recognized for its capability to capture and analyze network traffic in real 
time. Consider the below Wireshark interface and answer the provided 
questions.  

 

a) What is the layer 2 source address of the selected packet? 

(5 marks) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SECTION A: Attempt all questions                      (55 marks) 
______________________________________________________________________________ 
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b) Apply filter commands for displaying only packets that have been sent 
using the POST method.  

c) Apply the filter command to display only the HTTP packets.  
 

10.  List any three (3) protocols that can help you to share information securely.  (3 marks) 
11.  You have subnetted a class C network with a subnet mask of   

255.255.255.192, Net ID of 201.138.2.0                              
a) How many number of networks? 
b) How many number of hosts per subnet? 
c) Identify the first and last addresses of the subnet (use the table below) 
d) What is the broadcast ID of each subnet? (use the table below) 

No Network 
Address 

Usable Host Range 
(first and last addresses) 

Broadcast ID   

1    
2    
3    
4    

 

(5 marks) 

12.  The needs of physical security are multifaceted and vary depending on the 
specific context and requirements of an organization or environment. 
Provide any five (5) security majors that can be implemented to secure 
physical access.  

(5 marks) 

13.  You are a cybersecurity analyst working for a financial institution that 
handles sensitive customer information. The organization is looking to 
enhance its security measures by implementing hashing and cryptography 
techniques to protect data integrity and confidentiality. 
Compare hashing and encryption as mentioned in the table below.  

Comparison 
criterion 

Hashing Encryption 

Purpose ………………………… ………………………. 
Output ………………………… ……………………….. 

 

(4 marks) 

14.  Analyze the diagram below and answer the related questions: 

 
a) Identify the possible types of cryptography indicated by the above 

diagram.  
b) Give any two (2) examples of the cryptographic algorithm in the identified 

cryptography type on sub-question (a). 
 

(5 marks) 
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11.  What are any two (2) applications of electric relays?  
 

(2marks) 

12.  a) Explain the term “Dimensioning” used in technical drawing.  
b) Give any two (2) elements of dimensioning.    
 

(4marks) 

13.  Draw the top view, front view and the right-side view in third angle 

projection for the following sketch:                                      

 

(5marks) 

14.  Draw the bottom view, right view, top view, front view, left view, 

rear view in first angle projection of the following object: 
                                                                                         
 

 

(5marks) 

 

 

 

 

 

T 101_ Computer Networks 
 

 
 
 2024-NESA (National Examination and School Inspection Authority).                                                 4   
 

 
15.  Refer to the below network diagram. Each of these four switches has been 

configured with a hostname, as well as being configured to run Rapid 
Spanning Tree Protocol. No other configuration changes have been made. 
 

 
 
 
 
 
 
 
 
 
 
 
 

a) What is the role of STP configure in Layer 2 network?  
b) Identify the root bridge in the above network, and justify your answer. 
c) Describe the port role for each switch (root, designated or non-

designated).  

(10 marks) 

16.  IPv4 and IPv6 are both Internet Protocol standards used to identify and 
route network traffic, but they differ in several aspects. 
 
a) Differentiate IPV4 from IPV6 based on the below criteria:  

 
Comparison criteria IPv4 IPv6 
Address length/space ………………… ……………… 
Address 
Notation/representation 

………………… ……………… 

 
b) Explain why is IPv6 considered the successor to IPv4. 
c) Considering that you have this IPv6 

2000:0000:0000:000A:0000:0001:1100:A00A, rewrite this address in 
shortened mode.  

(10 marks) 

17.  Last time, taxpayers attempted to pay their taxes; however, the system was 
inaccessible due to unidentified issues. 
Based on this scenario: 

a) Explain the CIA triad principle that has been violated.   
b) Explain the type of attack that was launched against the system. 
c)  Provide any two (2) recommendations to the system's administrator. 

         

(10 marks) 

Section B: Attempt any three (3) questions     (30 marks) 
______________________________________________________________________________ 
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15.  a) Match the items of column A with their meaning in column B: 
 

Answer Items (column A) Meaning (column A) 

……… 1. A quadrilateral a) Is an angle which is less 

than 90° 

……… 2. A triangle b) is an angle which is 

90°exactly 

……… 3. An Obtuse 

angle 

c) Is a three-sided plane figure 

……… 4. An acute angle d) A plane figure formed by 

five or more than five sides 

……… 5. A reflex angle e) Is a triangle which has two 

sides equal 

……… 6. Polygon f) angle is greater than 180° 

……… 7. Right angle g) Is an angle greater than 90° 

but less than 180° 

……… 8. Full rotation 

angle 

h) Is a four-sided plane figure 

……… 9. Isosceles 

triangle 

i) Is an angle of 180° exactly 

……… 10. Straight angle j) Is an angle of 360°exactly 

 
b) List down any ten (10) instruments used in engineering 

drawing.                                                                                           
                                                                                         

(10marks) 

16.  a) Draw any four (4) types of triangles.                                                               
b) Sketch the three (3) types of axonometric projection of cube 

where the edge of the cube is 2cm.                                                                     

(10marks) 

17.  a) Draw a ladder diagram that can be used to control a bell.  
b) Describe any two (2) advantages and disadvantages of the 

wiring diagram.  
                         
                                                             

(10marks) 

Section B: Attempt any three (3) questions     (30 marks) 
______________________________________________________________________________ 
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Section B: Attempt any three (3) questions     (30 marks) 
______________________________________________________________________________ 
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18.  Analyze the configuration commands shown below and answer the related 
questions.

  
a) How many VLANs are configured on CiscoVile router? 
b) If sub-interfaces are created using the VLAN IDs, what are the VLANs 

being inter-connected by the router? 
c) What is the network IP addresses for each of those VLANs? 
d) What is the cause of the error that is displayed in the configuration of 

inter-VLAN routing on router CiscoVille? 
e) Which command is missing to make the sub-interfaces active? Where 

should be placed (after which command)? 

(10 marks) 

19.  Suppose that you have been given a network 192.168.20.0/24, As a 
Network administrator, you are requested to divide that network into 4 
subnets. 
a) Describe the new subnet mask from the above scenario.  
b) What is the number of hosts per subnet?  
c) What is the range of addresses for each subnet?  

(10 marks) 

 

 
20.  You are a cybersecurity analyst working for a tech company that has 

experienced a security breach. The attacker has established a reverse shell 
connection using Netcat, allowing them to execute commands remotely and 
exfiltrate sensitive data from the server. As part of the incident response 
team, you are tasked with investigating the breach and mitigating the threat 
posed by the attacker.  
a) What is a reverse shell, and how does it differ from a regular shell 

connection?  
b) Write Netcat code that was embedded in the application run on the victim 

server. Considering that the IP address of the hacker is 192.168.10.100, 
the port used is 2233, and the operating system of the victim server is 
Windows.  

c) Write Netcat commands that the hacker has run to listen to the victim’s 
connection. 

(15 marks) 

Section C: Attempt only one (1) question     (15 marks) 
______________________________________________________________________________ 
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d)  What measures should the incident response team take to mitigate the 
threat posed by the attacker? Give any two (2) immediate measures and 
any one (1) for future prevention measures.                                                                                               

21.  Establishing the connection between different routers, requires a routing 
protocol configured on both routers. consider the network diagram below 
and answer the provided questions. 

 
 
 
 
 
 
 
 

 
a) Give any two (2) examples of classless dynamic routing protocol.  
b) Configure the router name as follows: R1 to Main_router and R2 to 

Secondary_router.  
 

Change router name on R1 Change router name on R2 
R1(config)#.............................. 
R1(config)#exit 

R2(config)#................................ 
R2(config)#exit 

 
c) Configure the interfaces on Router R1.  

 
R1(config)#................................ 
R1(config-if)#............................. 
R1(config-if)#............................. 
R1(config-if)#exit 
 

R1(config)#................................ 
R1(config-if)#............................. 
R1(config-if)#............................. 

 
d) Provide the EIGRP configuration on both routers.  

EIGRP configuration on R1 EIGRP Configuration on R2 
R1(config)#........................... 
R1(config-
router)#...................... 
R1(config-
router)#...................... 
R1(config-router)#exit 

R2(config)#................................... 
R2(config-router)#........................ 
R1(config-router)#........................ 
R1(config-router)#exit 

e) Provide a command that can be used for verifying the configured routing 
protocol on the router.  

 

 

END OF ASSESSMENT 
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