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Abstract—Crowdsourcing plays an essential role in the Internet of Things (IoT) for data collection, where a group of workers is

equipped with Internet-connected geolocated devices to collect sensor data for marketing or research purpose. In this paper, we

consider crowdsourcing these worker’s hot travel path. Each worker is required to report his real-time location information, which is

sensitive and has to be protected. Encryption-based methods are the most direct way to protect the location, but not suitable for

resource-limited devices. Besides, local differential privacy is a strong privacy concept and has been deployed in many software

systems. However, the local differential privacy technology needs a large number of participants to ensure the accuracy of the

estimation, which is not always the case for crowdsourcing. To solve this problem, we proposed a trie-based iterative statistic method,

which combines additive secret sharing and local differential privacy technologies. The proposed method has excellent performance

even with a limited number of participants without the need of complex computation. Specifically, the proposed method contains three

main components: iterative statistics, adaptive sampling, and secure reporting. We theoretically analyze the effectiveness of the

proposed method and perform extensive experiments to show that the proposed method not only provides a strict privacy guarantee,

but also significantly improves the performance from the previous existing solutions.

Index Terms—additive secret sharing, local differential privacy, crowdsourcing, hot path statistic.

✦

1 INTRODUCTION

MOBILE crowdsourcing is an important platform in
Internet of Things (IoT) paradigm for data collection

from a number of sources such as sensors, mobile devices,
and vehicles, and it serves as an important block for IoT
applications, such as environment monitoring [1], traffic
condition detection [2], and point-of-interest characteriza-
tion [3]. In the field of IoT applications, location remains
to be the most successful and widely used information,
which has provided boosts in various industrial applications
and enabled analysis of statistical information, which is
essential in improving marketing strategies. For example,
travel agencies can implement crowdsourcing to acquire
travellers’ travel paths to identify popular travel routes
which may help them in seizing a larger market share.

For a traditional crowdsourcing system, the server inter-
acts with the participants directly after receiving the tasks
from the requester. However, offloading the data to the
cloud introduces unforeseeable delay and heavy commu-
nication burden, especially when multiple interactions are
needed. A better alternative solution is to take advantage
of the nearby infrastructures or devices to process the data
and send the processed data back to the cloud. This process
is called edge computing, also known as fog computing
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[4]. Though edge computing enhances crowdsourcing, the
collected data can also be used by the adversary to make
sensitive inferences. The traditional solutions rely on the
premise that the fog node is trusted and a series of privacy
strategies are performed by the fog node on top of the user’s
real data. However, the fog node may not be trusted either.
Therefore, the information needs to be protected locally by
perturbing it before it leaves the user’s devices.

Differential privacy is a provable privacy notation that
has emerged as a de facto standard for preserving privacy
in a variety of areas. However it assumes that the data
aggregator (fog node) is trusted, which is not always the
case in the real world. To solve this problem, local dif-
ferential privacy has been proposed, which perturbs the
user’s data locally, providing a much stronger privacy pro-
tection for the user. Several methods have been proposed
to find the frequent items (e.g. frequently visited travel
paths) under local differential privacy protection. However,
the performance is not satisfactory, it either needs a big
privacy budget or a large number of participants to ensure
sufficiently high accuracy. This is because local differential
privacy adds noise to each data record, which reduces the
statistical accuracy significantly.

In this paper, we consider the location privacy problem
for hot path statistics in the crowdsourcing system under fog
computing architecture. To provide a much more accurate
statistic while preserving the user’s location information
locally, we propose a novel solution that combines both
local differential privacy technology and secret sharing tech-
nology. The effort of combining the two techniques is not
trivial. In particular, schemes constructed by sequentially
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performing the two techniques one after the other would
not provide the desired increase of statistical accuracy. Fur-
thermore, we also need to consider the significant increase
of communication cost for users when any general secret
sharing scheme is involved. To solve these problems, we
propose to perform randomize response to the sampling
process and let users report their real value through secret
sharing. Therefore, the user’s location information is pro-
tected and the statistical error only comes from sampling
process, which causes the significant improvement in the
accuracy. On the other hand, due to the honest responses
after the sampling process, the security assumption of our
design is a more relaxed-yet-realistic assumption compared
to the assumption used in local differentially private pro-
tocols. More specifically, we assume that the adversary can
only corrupt some of the workers but not all of them. To
show that the assumption is reasonable, we also provide
the probability analysis of such assumption to be violated,
i.e. the probability that the adversary manages be more
powerful than assumed.

Overall, our main contributions are shown as follows.

• We propose a new crowdsourcing framework un-
der fog computing architecture. Under the proposed
framework, the tasks are partitioned and sent to each
fog node, which not only improves the efficiency of
the iterative statistics, but also reduces the overall
communication cost to the cloud.

• We propose a novel solution to protect user’s loca-
tion information for hot travel path statistics. The
proposed solution combines the secret sharing tech-
nology and local differential privacy, which provides
a good balance between privacy, utility, and commu-
nication cost.

• We propose two secure reporting methods, Secure
Reporitng (SR) and Enhanced Secure Reporting
(ESR). SR enables the worker to report to a single
node on the tree, which significantly reduces the
communication cost. ESR requires the workers to
report to multiple nodes, which enhances the privacy
at the cost of small communication cost.

• We provide a theoretical analysis of the privacy, util-
ity, and complexity of the proposed method. Besides,
we did extensive experiments to evaluate the perfor-
mance of the proposed methods over both real and
synthetic datasets. The experimental results show
that our methods perform much better than the state-
of-the-art.

The rest of the paper is organized as follows. In Section
2, we introduce the preliminaries. We propose our private
hot path statistic methods and theoretically analyze their
privacy and utility in Sections 3 and 4, respectively. Section
5 is dedicated to the discussion of the experimental result
of the proposed methods. Section 6 discusses related works
and Section 7 concludes the paper.

2 PRELIMINARIES

2.1 Local differential privacy

Different from traditional differential privacy [5], the Local
differential privacy perturbs the user’s data locally before it

leaves the users’ devices. Only the data owner can access the
original data, which provides stronger privacy protection
for the user. The formal definition is shown as follows:

Definition 2.1 (Local Differential Privacy [6]).
Let ǫ ≥ 0 and denote by D and R the set of possible
data owned by a worker and his possible responses
respectively. An algorithm M : D → R satisfies ǫ-local
differential privacy if for any t, t′ ∈ D and every possible
output subset S ⊆ R, we have

Pr[M(t) ∈ S] ≤ eǫPr[M(t′) ∈ S].

Intuitively, this implies that given any possible response S ∈
R, regardless of any background knowledge, the aggregator
cannot identify the actual data owned by the worker with
much confidence.

Theorem 1 (Sequential Composition [6]). Suppose a method
M = {M1,M2, ...,Mm} has m steps, which are se-
quentially performed on the same dataset. If each Mi

provides ǫi-differential privacy guarantee, then M pro-
vides (

∑m
i=1 ǫi)-differential privacy.

Theorem 2 (Parallel Composition [6]). Given a set a pri-
vacy mechanisms M = {M1,M2, ...,Mm}. If each
Mi provides ǫi-local differential privacy guarantee on
a disjointed record of the entire dataset, M provides
max{ǫ1, · · · , ǫm}-local differential privacy.

The composition theory states that if multiple differen-
tially private algorithms act on the same dataset sequen-
tially, the total privacy level equals to the sum of the
privacy budget of each differential privacy algorithm. If the
algorithms act on the disjoint datasets, the total privacy level
equals to the biggest privacy budget.

2.2 Randomized response

Randomized response was proposed by Warner et al. [7] as
a survey technology to eliminate evasive answer bias. It is a
typical mechanism to achieve local differential privacy.

Let R be a set of d possible true values that a user can
have and let t ∈ R be the value of a user w. Denote by
t̂, a random variable which represents the response of the
user w with sample space R. The generalized randomized
response works as follow, for any v ∈ R

Pr[t̂ = v] =

{

p = eǫ

eǫ+d−1 , if t = v and

q = 1
eǫ+d−1 , if t 6= v

. (1)

The generalized randomized response outputs the true
value with probability eǫ

eǫ+d−1 and outputs the one of other

values with probability 1
eǫ+d−1 .

2.3 Additive secret sharing

Secret sharing is a mechanism that distributes the data
between participants without giving any of them the direct
access to the original data (secret), while still enabling com-
putations [8]. Let x be a secret value to be shared between g
parties, we denote the shares of x to be 〈x〉 = (x0, · · · , xg−1),
such that

∑g−1
i=0 xi = x and party i holds the share xi. When

x is shared this way, we say that x is additively shared.
Additive secret sharing is homomorphic with respect to ad-
dition, which enables local addition with low computation
and communication complexity.

https://doi.org/10.1109/TSC.2020.3039336
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3 HOT PATH STATISTIC WITH LOCATION PRIVACY-

PRESERVING

3.1 Problem definition and system model

We define the research problem in this section and present
the framework of the mobile crowdsourcing system.

3.1.1 Problem definition

In this paper, we consider the private hot path statistic prob-
lem in a crowdsourcing system with a limited number of
workers. Specifically, workers choose tasks released by the
requester and, in turn, complete the tasks by reporting their
real-time location information privately. The objective of the
secure hot path statistic problem is to utilize the collected
location information to identify some popular travel paths
with high rate of visitations while preserving the privacy
of the workers’ real location information. Table 1 list the
notations used in this paper.

TABLE 1: Notations

Notation Description
n The number of workers
m The number of locations

d1, · · · , d|D| The number of surviving node in each iteration
ς A typical node in the Trie
v A worker’s location vector
w A typical worker

D1, · · · ,D|D| Date of the statistic
L The set of locations

Θ = (θ1, · · · , θ|D|) Threshold for computation for each iteration
pς The prefix of the node ς

P The prefix set
c(pς) The count number of the prefix pς
PH The set of hot paths

3.1.2 Framework

We propose a crowdsourcing framework under fog com-
puting architecture, which introduces a fog layer to relieve
the cloud burden and improve efficiency. Fig. 1 shows the
proposed crowdsourcing framework. There are four compo-
nents, which are shown as follows.

!"#$%"&'

(')*'+,'-.'-/'-

01+2

01+2 31,1

01+2

01+2

4"-2'-

Fig. 1: The crowdsourcing framework

• Requester: The requester is the people or origina-
tion who would like to collect data for research

or marketing purposes. They upload tasks to the
crowdsourcing server and wait for the response.

• Server: For a traditional crowdsourcing system, the
server is able to assign the tasks to the participants ef-
fectively, design the incentive mechanism, and man-
age the reputation values to ensure the high quality
of the collected data, which are out of the scope of
this paper. In the proposed framework, the server
distributes the tasks to each fog node according to
the region information and only need to aggregate
the final statistic results from each fog node.

• Fog nodes: Each fog server is a highly virtualized
computing system, similar to a light-weight cloud
server, and is equipped with an on-board large-
volume data storage. The fog node is in charge of
assigning the tasks and collecting the data in the
appointed region. There are two models of task as-
signment, Worker Selected Tasks (WST) and Server
Assigned Tasks (SAT). In our framework, the par-
ticipants select the tasks by themselves as we aim
to collect the participants’ travel paths within the
appointed broad region. The participants can choose
the task (fog node) according to their journeys.

• Workers: Workers select the task according to their
journeys and report their location information to the
specific fog node accordingly. To prevent their real
location privacy from being disclosed while ensuring
the accuracy of the statistic result, the worker would
like to follow the privacy protocol and coordinate
with each other.

3.1.3 Threat model and security assumption

In the proposed framework, the server and the fog nodes
do not need to be trusted. Furthermore, we assume the
existence of a semi-honest adversary A that may choose
some users and fog nodes to corrupt. When a user w or
a fog node F is corrupted by A,A has the access to all the
data that is accessible to w or F respectively. The term semi-
honest refers to the fact that the adversary A only has the
power to access all the data of the corrupted parties. How-
ever, he does not have any power to manipulate the data to
disrupt the calculation. The schemes that are discussed in
this work can actually be improved to defend against active
adversary that manipulates the calculation data. This can
be achieved by using a similar verification techniques that
are used in Mult-party computation (MPC) schemes such as
SPDZ [9]. However, this work focuses on the semi-honest
adversary since it is a more common assumption in the field
of differential privacy.

3.2 Hot path statistic LDPss

To protect the workers’ location information, we propose a
trie-based private statistic method. The basic idea is that the
fog node collects the statistic of different paths iteratively.
For each iteration, we adaptively sample part of the workers
and let them report their value through secret sharing.
Specifically, the proposed method contains following three
main components.

• Iterative statistics. Iterative statistics computes the fre-
quent paths iteratively and prunes the less frequent
prefixes during each iteration.

https://doi.org/10.1109/TSC.2020.3039336
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• Adaptive sampling. Adaptive sampling privately sam-
ples more ‘functional’ workers who can contribute to
the final statistics to report their values.

• Secure reporting. Secure reporting enables workers to
choose one or multiple nodes in the trie and report
their values following secret sharing.

The proposed method finds hot paths without going
through all the possible combinations and get a more ac-
curate statistics by performing the randomized response
to sampling process instead of perturbing the data itself.
The process of sampling includes sampling of workers and
sampling of paths. The use of secret sharing technique in the
reporting phase enables the participating workers to report
their true value without disclosing it to the aggregator. By
limiting the error to come only from the sampling process,
we can expect a drastic increase in the statistical accuracy.

3.2.1 Iterative statistics

When the number of locations is large, the combination is
innumerable, which means it is infeasible to query all the
travel path. Tree construction method can solve this problem
effectively [10]. Therefore, we propose a trie-based statistic
method, which computes the frequent paths iteratively and
prunes the less frequent prefixes during each iteration.

Algorithm 1 shows the whole process of the iterative
statistics. With all nodes being present initially, in order to
protect the real proportion of workers that are functional in
the second iteration, half of the workers are sampled to par-
ticipate in selecting the root nodes at the beginning (Line 1).
Specifically, the selected workers encode their location as a
location vector v = ei ∈ R

m, where ei is the vector of length
m with all entries being zero except for the i-th position
being 1 to indicate the worker’s true location (Line 3). They
report the location information through secret sharing (Line
4-7). Having the count information for each node, nodes
with insufficient count are then pruned while the remaining
nodes serve as the root nodes for the tree construction (Line
9-11). For each of the subsequent dates, the tree is grown
by adding children to the surviving prefixes (Line 14-15).
After Adaptive Sampling and Secure Reporting process are
performed, the count of each prefix is then computed (Line
16-20). Given the threshold θj , prefixes with insufficient
count are then pruned (Line 21-25). This process is repeated
until the last date is reached. In the end, the top-k frequent
prefixes are selected as the top-k hot paths (Line 27-29).
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Fig. 2: Example of the statistic based on the trie

Fig. 2 shows an example of the tree construction process.
Initially, only nodes ς1 and ς2 survive while the node ς3 is
pruned because its count number is smaller than θ1. Then

locations ℓ1, ℓ2, ℓ3 are added to the surviving prefixes as
their children. For the second iteration, only prefixes (ℓ1, ℓ2)
and (ℓ2, ℓ3) survive. Therefore, the nodes ς4, ς6, ς7, and ς8
are pruned. In the end, we find that the path (ℓ1, ℓ2, ℓ3) is
the most popular travel path.

Algorithm 1 LDPss

Input: D = {D1, · · · , D|D|}, location set L =
{ℓ1, ℓ2, ..., ℓd}, threshold Θ = {θ1, · · · , θ|D|}, requested
number of hot paths k, secret sharing parameter g, privacy
budget ǫ, (If ESR is used, report parameter α)
Output: top k hot paths PH

1: Randomly sample n/2 workers wi, i ∈ |n2 |;
2: for worker wi = w1, · · · , wn/2 with location ℓi ∈ L do
3: Encode ℓi as vi = ej ∈ R

m;
4: Generate g random vectors s

i
0, · · · , sig−1 such that

vi = s
i
0 + · · ·+ s

i
g−1;

5: Send s
i
t to w(i+t−1) (mod n/2)+1 for t = 1, · · · , g − 1;

6: After all communications have been done, compute

Rwi
=

∑g−1
t=0 s

((i−1−t) (mod n/2)+1)
t ;

7: Send Rwi
to the fog node;

8: end for
9: Server computes (c(ℓ1), · · · , c(ℓd)) =

∑n/2
i=1 Rwi

;
10: L′ ← L \ {ℓ : c(ℓ) < θ1};
11: Initialize the root nodes as the surviving locations :

P1 ← L′;
12: Choose ǫ2, · · · , ǫ|D| ≥ 0 such that

∑|D|
j=2 ǫj = ǫ;

13: for j = 2 to |D| do
14: Let Pj−1 = {pj−1

ς1 , · · · , pj−1
ςdj−1

};
15: Construct Pj by concatenating paths in Pj−1 with all

possible locations in L :

Pj =
⋃

1≤t≤dj−1,ℓi∈L

{(

pj−1
ςt ‖ℓi

)}

Suppose that Pj = {pjς1 , · · · , pjςdj };
16: for i = 1 to n do
17: wi with prefix pwi

runs ti ← AS(Pj ,vi, ǫs) where
ti is either “participate” or “not participate”;

18: end for
19: Let the participating workers be Wj =

{wi1 , · · · , widj
} ⊆ {w1, · · · , wn};

20: Fog nodes and Wj jointly run SR(Pj , g, ǫs) or
ESR(Pj , α, g, ǫs, ǫr) to get the estimate of c(pjςi) cor-
responding to pjςi , denoted as π̂;

21: for i = 1 to dj do
22: if π̂(pςi) < θj then
23: Pj ← Pj \ {pςi};
24: end if
25: end for
26: end for
27: PH = ∅;
28: Sort P|D| according to the count number;
29: PH ← top k prefixes in P|D|;
30: return PH

3.2.2 Adaptive sampling

In the proposed method, only ‘functional’ workers can
contribute to the path statistic. Formally, given a set of node
{ς1, ς2, ..., ςd} in the trie, if a worker wi has location with

https://doi.org/10.1109/TSC.2020.3039336
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prefix pwi

∈ {pς1 , pς2, ..., pςd}, the worker is considered as
a functional worker. The adaptive sampling process applies
randomized response.

Algorithm 2 shows the detail of the sampling process.
First, the worker identifies whether he is a functional worker
in the first 5 steps of the algorithm. If the worker’s location
vector has a prefix that is one of the prefixes in P , then
the variable t is marked as 1 and 0 otherwise. For example,
in Fig. 2, when the fog node collects the counts of node
prefixes in D3, if a worker’s location has a prefix (ℓ1, ℓ2, ℓ2),
the worker is a functional worker. On the other hand,
if a worker’s location has prefix (ℓ1, ℓ3, ℓ2), he is a non-
functional worker that cannot contribute to the statistic. The
sampling process is depicted in steps 6 through 9. Specifi-
cally, the worker uses randomized response to perturb his
indicator t to t̂. The worker is participating in the current
iteration if t̂ = 1 and he is not a participant otherwise.

Algorithm 2 Adaptive Sampling (AS(P, pw, ǫ))

Input: Prefix set P , Worker w’s location prefix pw, privacy
budget ǫ
Output: t̂ ∈ {0, 1}
1: if pw ∈ P then
2: t← 1;
3: else
4: t← 0;
5: end if
6: Sample t̂ ∈ {0, 1} randomly such that

Pr(t̂ = 1) =

{

eǫ

eǫ+1 , if t = 1
1

eǫ+1 , if t = 0

Instead of letting the aggregator (fog node) to sample
the worker, the proposed adaptive sampling happens in the
worker side. The worker can adaptively choose whether
to report his/her location according to the prefixes to be
counted. The randomized sampling protects the workers’
location information with local differential privacy guaran-
tee. The fog node has no idea whether the reported node
has the same prefix with the worker.

3.2.3 Secure reporting

We propose two secure reporting methods, secure reporting
(SR) and enhanced secure reporting (ESR), which select
one or multiple nodes in each iteration and report the
value through secret sharing. Specifically, if the workers
w1, · · · , wnςi

choose to report to a node ςi, each worker
additively shares his true value to other g − 1 workers.
Based on these shares, each worker can then generate
an additive share of the sum which is then reported to
the fog node. This ensures the accuracy of the sum while
perfectly hiding each worker’s true value from the fog node.

SR: Secure Reporting

Given a functional worker w, benefiting from the Adap-
tive Sampling, the worker can only report a single node
in the trie without disclosing his true location information.
Specifically, if pw = pςi , the worker only needs to report
to the node ςi. If w is a non-functional worker, he chooses

Algorithm 3 Secure Reporting (SR (P, g, ǫ))

Input: prefix set P = {pς1 , · · · , pςd∗}, secret sharing
scheme parameter g, privacy budget ǫ, participating work-
ers w1, · · · , wn∗

Output: π̂

1: for i = 1 to n∗ do
2: Let wi have location prefix pwi

;
3: if pwi

= pςj ∈ P then
4: Report his intention to report to node ςj ;
5: else
6: Choose any surviving node ςj uniformly at random

and report his intention to report to ςj ;
7: end if
8: end for
9: for i = 1 to d∗ do

10: Let Wςi = {w1, · · · , wnςi
} be the workers that has

reported their intention to report to node ςi;
11: if nςi < g then
12: c(pςi) = 0;
13: else
14: for wj ∈ Wςi with prefix pwj

do
15: if pwj

= pςi then
16: rwj

= 1;
17: else
18: rwj

= 0;
19: end if
20: Rwi

← SS(wi, ri)
21: Report Rwj

to node ςi.
22: end for
23: fog node receives reports and estimate the number

of the path for each node as π̂(pςi) = eǫ+1
eǫ c(pςi)

where c(pςi) =
∑nςi

j=1 Rwj
;

24: end if
25: end for

Algorithm 4 Secret Sharing (SS(wi, ri))

Input: worker wi, value ri
Output: report Rwi

1: Generate g random vectors s
i
0, · · · , sig−1 such that ri =

s
i
0 + · · ·+ s

i
g−1;

2: Send s
i
t to w(i+t−1) (mod n/2)+1 for t = 1, · · · , g − 1;

3: After all communications have been done, compute

Rwi
=

∑g−1
t=0 s

((i−1−t) (mod n/2)+1)
t ;

4: return Rwi

a surviving node ςj randomly and report to it. To effec-
tively broadcast the shares, the contributing workers need
to report their intention so each contributing worker knows
the set of nodes that will report to the same node as him.
As shown in Algorithm 3, workers report their intentions
accordingly (Line 1-8). Once the intention reporting has
been done, the calculation through secret sharing begins.
Firstly, for nodes with less than g participating workers, the
computation phase is omitted and the number of path is
recorded as 0 (Line 10-12). This is because there are not
enough workers to conduct the protocol and the count num-
ber must be smaller than g. So if g is set to be sufficiently
small such that θj > g for any j, this node will be pruned

https://doi.org/10.1109/TSC.2020.3039336
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anyway. For nodes with at least g participating workers, the
calculation phase is performed. For the calculation of a node
ς with corresponding prefix pς , each participating worker
wj holds a private value rwj

which has value 1 if pwj
= pς

and 0 otherwise (Line 14-19). The participating workers
perform a secret sharing protocol described in Algorithm.4
to report the sum of their private values to the fog node(Line
20-21). The fog node can estimate the number of the path by
calculating

π̂(pςi) =
eǫ + 1

eǫ
c(pςi), (2)

where c(pςi) =
∑nςi

j=1 Rwj
.

( 1, 2, 2)

r1=1

(1, 0, 0)

r2=0

(-1, 1, 0)

r3=1

(2, -1, 0)

1

2

3

1

0

-1

1

2

-1

=0+1+(-1)=0

=0+1+0=1

=0+(-1)+2=1

( 2, 2, 2)

( 1, 2, 2)

Fig. 3: Example of the secret sharing

Fig. 3 shows an example of the secret sharing process.
Assume the fog node collects the count of node ς11, workers
w1, w2 and w3 intend to report to this node. Workers w1 and
w3 have the same prefix as pς11 , so their private value is set
to be 1. On the other hand, w2 is a non-functional worker,
who also intends to report to the node ς11. Therefore, w2

sets his secret value r2 = 0. Each of them generates 3 shares
and send two shares to other workers. In the end, each of
them reports Rwi

to the node. And we find that
∑

Rwi
= 2,

which is the true value of the statistic.
Though workers report to a specific node, the fog node

cannot distinguish whether a worker that reports to it is
functional. However, though the fog node cannot infer
the worker’s real location information, the fog node can
eliminate all the other surviving nodes from being the pos-
sible location information of a reporting worker. Therefore,
the worker’s location in Algorithm 3 is actually hidden
among the reported node and pruned nodes. That is, the
worker’s location information during the reporting process
is protected by K-anonymity where K − 1 is the number of
pruned nodes. Hence, to ensure privacy, we need to ensure
some nodes to be pruned when selecting the root nodes.
And, a bigger threshold at the beginning contributes to a
bigger K .
ESR: Enhanced Secure Reporting

To provide more rigorous privacy protection, we further
propose a enhanced secure reporting method. Instead of
reporting to a single node, the workers report to multi-
ple nodes to enhance the privacy protection. Under ESR
method, the fog node knows nothing except the noisy statis-
tics. Worker’s location is strictly protected by differential
privacy technology.

Algorithm 5 Enhanced Secure Reporting
(ESR (P, α, g, ǫs, ǫr))

Input: prefix set P = {pς1 , · · · , pςd∗}, secret sharing param-
eter g, report parameter α, privacy budgets ǫs, ǫr , partici-
pating workers w1, · · · , wn∗

Output: π̂

1: Let wi have location prefix pwi
;

2: PI = {P ′ ⊆ P : pwi
∈ P ′, |P ′|= αd∗},;

3: PE = {P ′ ⊆ P : pwi
6∈ P ′, |P ′|= αd∗};

4: P = {P ′ ⊆ P : |P ′|= αd∗};
5: for i = 1 to n∗ do
6: if pwi

= pςj ∈ P then
7: Sample Pwi

∈ P such that for any P ∗ ∈ P , the
probability that Pwi

= P ∗ is defined to be pr where

pr =







eǫr

( d∗−1

αd∗−1)·eǫr+(
d∗−1

αd∗ )
if P ∗ ∈ PI

1

( d∗−1

αd∗−1)·eǫr+(
d∗−1

αd∗ )
if P ∗ ∈ PE

;

8: else
9: Sample Pwi

∈ P such that for any P ∗ ∈ P ,

pr[Pwi
= P ∗] =

1

( d∗

αd∗)
;

10: end if
11: wi reports his intention to report to all nodes ςj ∈ Pwi

12: end for
13: for i = 1 to d∗ do
14: Let Wςi = {w1, · · · , wnςi

} be the workers that have
reported their intention to report to node ςi;

15: if nςi < g then
16: c(pςi) = 0;
17: else
18: for wj ∈ Wςi with prefix pwj

do
19: if pwj

= pςi then
20: rwj

= 1;
21: else
22: rwj

= 0;
23: end if
24: Rwj

← SS(wj , rj)
25: Report Rwj

to node ςi;
26: end for
27: fog node receives reports and estimate the num-

ber of the path for each node as π̂(pςi) =
(eǫs+1)(eǫr+ 1−α

α )
eǫs+ǫr

c(pςi) where c(pςi) =
∑nςi

j=1 Rwj
;

28: end if
29: end for

As shown in Algorithm 5, suppose that after the first
phase of the iteration, a worker wj with location prefix
pwj

is selected to be participating (Line 1). Let PI be the
prefix set that includes pwj

, PE be the prefix set exclude
pwj

, and P be all the possible prefix set with length αd∗

(Line 2-4). If pwj
∈ P , the worker chooses a subset Pwj

of P of size αd∗ such that any Pwj
∈ PI is chosen with

probability eǫr

( d∗−1

αd∗−1)·eǫr+(
d∗−1

αd∗ )
and any Pwj

∈ PE is chosen

with probability 1

( d∗−1

αd∗−1)·eǫr+(
d∗−1

αd∗ )
(Line 6-7). On the other

hand, if pwj
6∈ P , then he chooses a subset of P of size

αd∗ uniformly at random (Line 8-10). Workers report their
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intentions to the fog node after making the private sampling
(Line 11). Then the worker’s real location information is
reported through additive secure reporting (Line 15-26).
The fog node can estimate the real count of each path by
calculating

π̂(pςi) =
(eǫs + 1)

(

eǫr + 1−α
α

)

eǫs+ǫr
c(pςi), (3)

where c(pςi) =
∑nςi

j=1 Rwj
. Therefore, the protection of

worker’s location privacy is hence enhanced via further
subset selection of the nodes to report on the tree.

In the remainder of this paper, we let LDPss1 denote the
proposed method that the worker reports to a single node
via Algorithm 3 and LDPss2 denote the method that the
worker reports to multiple nodes via Algorithm 5.

3.2.4 Discussion

The proposed method achieves two targets that the tradi-
tional local differential privacy cannot achieve.

First, the proposed method can achieve a much higher
accuracy even if the privacy budget is quite small. The
traditional local differential privacy generally has a big
error for a much smaller privacy budget due to the big
statistical variance. On the other hand, the error of the pro-
posed method only comes from the sampling processes (e.g.
worker selection and node selection), which are controlled
by privacy budget ǫ and parameter α respectively. Even
when the privacy budget is very small, we can still expect to
have around half of the participating workers to contribute
to the statistical count by adjusting the parameter α. The
sampling error is quite limited compared with adding noise
to the data record directly.

Second, the proposed method can achieve a good perfor-
mance even when a limited number of workers participate.
According to the existing deployment, LDP needs millions
of participants to ensure the statistical accuracy [11–13].
Much more participants are needed for dataset with higher
data dimension. However, the accuracy of the proposed
method is not affected by the number of locations (dimen-
sion). This is because all the selected workers report the
true value through secret sharing instead of a perturbed
value to the fog node. As we mentioned, the error only
comes from the sampling processes, which are independent
of the data dimension and have a much smaller statistical
variance. Therefore, the proposed method can work well for
situations with a limited number of participants and is not
affected by the data dimension.

4 PRIVACY AND UTILITY ANALYSIS

We provide a detailed analysis of the proposed method in
this section.

Lemma 4.1. Let ǫ ≥ 0 be the privacy budget given as the
input for Algorithm 2. Then Algorithm 2 satisfies ǫ-local
differential privacy.

PROOF. For each level, the worker decides whether to report
their value according to the fact that whether he/she is
a functional worker. Let P be the set of prefixes to be
considered, pw be a worker’s prefix of the travel path, and

ǫ be the privacy budget assigned to each iteration, then for
each iteration we have

Pr[AS(P, pw, ǫ) = r]

Pr[AS(P, p′w, ǫ) = r]
≤ eǫ

eǫ + 1

/

1

eǫ + 1
= eǫ (4)

Therefore, Algorithm 2 satisfies ǫ-local differential pri-
vacy.

In LDPss1, the Algorithm 2 is performed in each itera-
tion. According to the composition theory, if each iteration
assigns ǫi privacy budget to Algorithm 2, the overall sam-
pling process satisfies ǫ-differential privacy, where ǫ =

∑

ǫi.
Compared to the traditional random sampling, the pro-

posed adaptive sampling not only provide a straight dif-
ferential privacy guarantee, but also enhance the accuracy
of the statistic. The rationale is that the differential privacy
sampling samples useful data with a higher probability,
which results in a higher proportion of effective sample,
while the traditional randomized sampling samples all data
with the same probability, which results in less effective
samples. The detailed analysis can be found in Supplemen-
tary material.

Lemma 4.2. For any ǫ > 0 and 0 < α ≤ 1, we have LDPss2
provides ǫ-local differential privacy.

PROOF. By the composition theorem of differential pri-
vacy, we need to prove each iteration of the LDPss2 satisfy

ǫ-local differential privacy, where
∑|D|

i=2 ǫi = ǫ.

Recall that each iteration of LDPss2 consists of two per-
turbation sub-protocols which are detailed in Algorithms 2
and 5. As discussed in Algorithm 1, set ǫs, ǫr ≥ 0 such that
ǫi = ǫs + ǫr. Utilizing the same proof technique as used in
Lemma 4.2, it can be shown that the first half of the iteration
provides ǫs-local differential privacy. It remains to prove
that the second half of the iteration, which is depicted in
Algorithm 5 provides ǫr-local differential privacy.

Note that Algorithm 5 can be further divided into two
phases, sampling phase and secret sharing phase. The secret
sharing phase, which is done from Line 10 onwards, is
statistically secure by Lemma 4.4. Hence we only needs to
ensure that the sampling phase which is done up to Line 9
provides ǫr-local differential privacy. Denote byM(pw) the
sampling mechanism which is done for each worker w in
Lines 3 up to 7 in Algorithm 5 to output the set Pw ∈ P
of prefixes corresponding to the fog node that w intends to
report to. Then for a worker w with prefix pw ,

Pr[M(pw) = Pw] =















1

( d
αd)

if pw 6∈ P

1

( d−1

αd−1)·e
ǫ2+(d−1

αd )
if pw ∈ P \ Pw

e
ǫ2

( d−1

αd−1)·e
ǫ2+(d−1

αd )
if pw ∈ Pw.

(5)

Denote the three probabilities to be p1, p2 and p3 respec-
tively. Since ǫr > 0, we have p2 ≤ p3. So it is sufficient to

prove that max
(

p1

p2
, p3

p1
, p3

p2

)

≤ eǫr . By Equation (5),

p1
p2

=

( d−1
αd−1

)

· eǫr +
(d−1
αd

)

( d
αd

) = α(eǫr − 1) + 1 ≤ eǫr .
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Next, considering p3/p1, since α > 0, ǫr > 0, we have

p3
p1

=
eǫr ·

( d
αd

)

( d−1
αd−1

)

· eǫr +
(d−1
αd

) =
eǫr

α(eǫr − 1) + 1
< eǫr .

Lastly, it is easy to see that p3

p2
= eǫr . This shows that

for any possible locations pw, p
′
w and any possible output

Pw ∈ P :

Pr[M(pw) = Pw]

Pr[M(p′w) = Pw]
≤ eǫr .

Therefore, each iteration of LDPss2 satisfies ǫi-local dif-
ferential privacy and further LDPss2 satisfies ǫ-local differ-
ential privacy.

The next lemma provides the accuracy analysis of the
count estimate of each node in the trie.

Lemma 4.3. For any node ς in the trie, let π̃1 and π̃2 be
the estimated count the corresponding fog node stores
after the execution of Algorithms 3 and Algorithms 5
respectively. Then π̃1 and π̃2 are unbiased estimators
of π, i.e. E(π̃1) = E(π̃2) = π and their variances are
independent of the dimension of the value.

PROOF. We consider the two methods separately.
LDPss1:

Recall that in LDPss1, there is one sampling through
Algorithm 2 to decide whether a worker participates in the
calculation. Once this is decided, any participating worker
only reports to one node truthfully. In other words, fixing
a node ς in i-th depth of the trie, its estimate π̂1 only
depends on the number of workers with the same prefix
as pς that participate on the computation. By design, each of
these workers has an identical and independent probability
to participate in the computation of the count of node ς.
Hence π̂1 = eǫi+1

eǫi c(ς), where c(ς) can be seen as a variable
that follows Binomial distribution with π experiments and
success probability eǫi

eǫi+1 . Therefore, we have

E(π̂1) =
eǫi + 1

eǫi
E[c(ς)] =

eǫi + 1

eǫi
π

eǫi

eǫi + 1
= π (6)

and

Var[π̃1] = (
eǫi + 1

eǫi
)2Var[c(ς)]

=

(

eǫi + 1

eǫi

)2

π
eǫi

eǫi + 1

1

eǫi + 1

=
π

eǫi
(7)

LDPss2:
Similar to method LDPss1, the count of each node c(ς) is

a binomial random variable with π experiments. The success
probability p equal to the probability that a worker with
location prefix pw reports to the node ς with pς = pw.
Specifically,

p =
eǫs

eǫs + 1
· eǫr

eǫr + 1−α
α

(8)

Recall that the estimation of the count π̂2 = 1
pc(ς), the

expectation of the estimation is

E[π̂2] =
1

p
E[c(ς)] =

1

p
πp = π (9)

and

Var[π̂2] =
1

p2
πp(1 − p)

= π · e
ǫr + 1−α

α eǫs + 1−α
α

eǫs+ǫr
(10)

We find that except the inherent variance of the dataset,
the variance is only affected by the sampling probability for
both methods. Therefore, the high dimension dataset cannot
affect the accuracy of the estimation.

Computation cost. The proposed method utilizes the ad-
ditive secret sharing technology. Different from the complex
encryption calculation, the proposed method only needs to
perform several addition and sampling operations, which
do not consume too much computational resources. Specif-
ically, in each iteration, LDPss1 requires each worker to
perform g sampling process (1 to determine his participation
to the calculation and g − 1 to generate the secret shares
of his true value) along with g − 1 addition operations.
For the second scheme, LDPss2, each worker is required to
perform (1 + (g − 1)αd) sampling processes and (g − 1)αd
addition operations. Therefore, assuming that g is a con-
stant, the computation costs for the i-th iteration of LDPss1
and LDPss2 are O(1) addition + O(1) sampling and O(αdi)
addition + O(αdi) sampling respectively.

Communication cost. In each iteration, the worker needs
to report their intention, broadcast the random value to
other g−1 workers, then reports the additive value to the fog
node. For LDPss1, the worker only reports to a single node,
the communication cost is g + 1 values. For LDPss2, the
worker reports to αdi nodes. Therefore, the communication
cost for LDPss2 is αdi(g + 1) values. It can be shown that
the system provides information theoretical security against
passive adversary. Therefore, assuming that g is a constant,
the communication costs for the i-th iteration of LDPss1 and
LDPss2 are O(1) and O(αdi) values respectively.

Efficiency analysis. The proposed method is performed
under fog computing architecture. Benefiting from the
framework, the worker only needs to communicate with the
local fog devices for every iteration. The fog node will send
the final statistical result to the cloud. Therefore, instead of
multiple rounds of long-distance communications between
a large number of workers and cloud, under the proposed
framework, only one round of communication is needed
between each fog node and the cloud. All other commu-
nication happened locally between workers and the fog
node. Compared to schemes that are not based on fog node
architecture, this provides our scheme with a significant
improvement in terms of the communication efficiency and
latency.

Remark 1. The significant advantage of the proposed
method is that it combines the advantages of both
encryption calculation and differential privacy. Table 2
shows the comparison of these methods.

The figures provided in Table 2 is calculated under
the assumption that all methods are used in a trie-based
structure and the cost is calculated for a single user for
each iteration of the protocol. We note that for all the
methods that are considered, relative to the cost incurred
in encryption based protocols, their costs are very small
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TABLE 2: Comparison of four methods

Methods Privacy Variance
Computation Cost

(Addition + Sampling)

Communication

Cost
Accuracy

SS 1 SS 0 O(nd) + O(nd) O(nd) Accurate

LDP ǫ-LDP π
e
ǫ(d−1)

(eǫ−1)2
+ (n− π) e

ǫ+d−2
(eǫ−1)2

0 + O(1) O(1) Low

LDPss1
ǫ-LDP, SS, and

K-anonymity

π

eǫ
O(1) + O(1) O(1) High

LDPss2 ǫ-LDP and SS π ·
e
ǫ2+ 1−α

α
e
ǫ1+ 1−α

α

eǫ1+ǫ2
O(αd) + O(αd) O(αd) High

1 SS: Secret Sharing

with some subtle differences between them. A protocol that
is based on secret sharing scheme provides high utility as
well as information theoretical security guarantee for all the
data except for its output’s privacy. In particular, it does not
provide any differential privacy and linkage attack can be
easily done. The high accuracy guarantee comes with a very
high communication cost. On the other extreme, protocols
based on traditional LDP techniques have a very small
communication cost but its accuracy is limited especially for
the case where there are limited number of participants. Our
schemes provide some trade-off between the two traditional
techniques. LDPss1 provides a high statistical accuracy with
very small communication cost. However, this comes with
the cost of a weaker privacy guarantee. LDPss2 provides a
better privacy guarantee compared to LDPss1 with a slightly
higher communication cost.

Remark 2. The proposed method has such a good perfor-
mance is because the local differential privacy is applied
on the sampling process to disturb the statistic instead
of the data itself. Therefore, the privacy of the proposed
method is not as strict as pure local differential privacy.
However, the worker’s data still can be protected well
under the the proposed method own to the additive
secret sharing. Lemma 4.4 shows the security analysis.

Lemma 4.4. Fix a date Di ∈ D and a surviving node in date
Di, ς. Suppose that there are nς participating workers
in the computation of c(pς). Then with high probability,
the scheme provides statistical security against passive
adversary that controls either

• up to nς − 1 participating workers or
• the fog node along with at most min(2g − 3, nς − 1)

participating workers.

PROOF. The proof details are given in the Supplementary
material.

Lemma 4.4 is based on the assumption that the par-
ticipating workers for a node are fully controlled by the
adversary, which is almost impossible to be achieved due
to Adaptive Sampling. Therefore, the fog node needs to
corrupt more workers to ensure enough corrupted workers
report to the targeted node. A more detailed discussion on
this can be found in the Supplementary material. Lemma 4.4
provides a preliminary mean to determine the value of g to
balance between the security level of the scheme and its
communication cost.

5 EXPERIMENTAL EVALUATION

In this section, we evaluate the performance of the proposed
hot travel path statistic method through an extensive set
of experiments, and in particular, we show the impact of
variable k, privacy budget ǫ, number of participants, the
number of locations and parameter α on the performance
of the proposed method on both real and synthetic datasets.
Besides, we compare the proposed method with state of the
art works in terms of accuracy.

Datasets. We tested the proposed method on two real
datasets and one synthetic dataset.

• Gowalla. Gowalla data contains 6, 442, 8904 check-in
locations of 196, 586 users over the period of Feb.
2009 to Oct. 2010. We extracted all the check-ins in the
range [45, 55] × [−5, 5] on the map and partitioned
it into cells of 3 × 3. We assign each cell a unit
local ID and match the user’s check-in data with the
corresponding location cell.

• BrightKite. BrightKite data contains a total of
4, 491, 143 check-ins of 58, 228 users over the period
of Apr. 2008 - Oct. 2010. We extract the check-ins in
New York, USA and partition the whole area into
4 × 4 cells. Same with Gowalla, each cell is assigned
a unit location ID and the users’ check-in information
is mapped to the corresponding local cell.

• Synthetic. We generate a synthetic dataset with 5000
records. Specifically, each record is a location se-
quence with a length of 5, which denotes the
worker’s travel path. Furthermore, each value of the
record can be any number from 1 to 5. That is, there
are 55 combinations. We sample the record from a
Zipf distribution.

Fig. 4 shows the frequency of top-30 records (5 days
travel path) of each dataset.

Environment. All algorithms are implemented in MAT-
LAB, and tested on a machine with Intel Core i5 CPU 2.7Ghz
and 8GB RAM. We run each algorithm 10 times, and report
the average result.

Metric. We use Precision to evaluate the effectiveness of
the proposed method. More specifically, let P be the set of
top-k frequent paths statistic based on the original real data,
and P ′ be the set of frequent paths found with perturbation.
The variable Precision measures the fraction of hot paths in
the actual query result set are included in the approximated
result set, which is shown as follows.

Precision =
|P ∩ P ′|
|P | , (11)
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Fig. 4: Frequency of top-30 records

Comparison. We compare our method with Wang et al.’s
work [10], which is much closer to our work that statistic
the frequent items based on trie structure. Specifically, they
proposed three methods, BSL, IBSL, and PrivTrie.

• BSL. For BSL method, all the workers are partic-
ipating in every iteration. For each iteration, the
workers report the node following the generalized
randomized response.

• IBSL. To reduce the privacy budget cost, the workers
are partitioned into |D| groups and the workers in
each group only participate in one iteration. The
reporting process also follows the generalized ran-
domized response.

• PrivTrie. PrivTrie saves the privacy budget by a care-
ful design of the candidate set construction, which
restricts that each user can only report one time to the
nodes on his own path. To guarantee the accuracy,
the size of the candidate set for each node is set to
be b = max{ 8

ǫ2α2 ,
n

1000}, where 0 < α < 1. When
ǫ = 0.1, min 8

ǫ2α2 > 800, which only has small
population number of only around 1000.

Therefore, we compare our methods with both BSL and IBSL
in the following experiment.

Parameter. According to paper [10], we set the threshold
θi = η·n

ǫi
√

n∗

i

for BSL and IBSL, where η = 0.1 and n∗
i is

the number of workers participant in each iteration. The
threshold for LDPss1 and LDPss2 can be adjusted according
to the efficiency of the experiment, as the threshold doesn’t
affect the performance when it is not very big. Regarding
privacy parameters, we set ǫs = ǫr = 1

2ǫi for LDPss2 in each
iteration and ǫi =

1
|D|−1ǫ. And we set α = 0.6. Besides, we

use 5 days travel path for both real datasets and synthetic
dataset. For each setting, average performance is taken over
20 separate experiments.

5.1 Impact of the number of queried path k

We examine the performance of the proposed methods in
relation to the number of the queried path k in terms of
precision. We vary the number of queried path between 1
and 20 in Step 1 on three datasets. The result includes 4
different values for privacy budget ǫ.

Fig. 5 shows the precision values corresponding to dif-
ferent values of k on Gowalla, BrightKite and synthetic
datasets. It is clear that both LDPss1 and LDPss2 outperform
BSL and IBSL in all configurations. For example, in Fig.
5a on Gowalla dataset, the precision of LDPss1 is around
0.9, which outperforms BSL by around 60% when k = 5,
and outperforms IBSL by almost 90%. LDPss2 has a similar
result. Also, we find that the IBSL has a very poor per-
formance, especially on Gowalla and BrightKite datasets.
This is because only around 200 workers participate in the
protocol in each iteration. Though each user is assigned a
more privacy budget compared to BSL, it is not enough to
make much difference when the data dimension is high. The
performance of IBSL is much better on Synthetic dataset be-
cause more workers participate which reduces the statistical
error.

In addition, the number of queried frequent path has
little effect on the precision of the proposed methods while
the precision of the other two methods reduce significantly
with the increase of k. This is caused by the fact that in BSL
and IBSL, as k increases, the frequency distribution between
locations become closer to each other and hence harder to
distinguish between one and another. This phenomenon can
be verified on the synthetic dataset, which has an obvious
frequency difference when k < 5. The precision decreases
dramatically to around 20% for both BSL and IBSL, but the
precision of the proposed method still achieves precision
over 90%. A similar result is also observed when ǫ has
different values in Fig. 5.

5.2 Performance with different privacy budgets

We examined the performance of the three methods in
relation to the different privacy budgets ǫ on three datasets
for different values of ǫ ∈ {0.1, 0.5, 1, 2}. We query top-10
frequent paths.

Fig. 6 shows the change in precision with a varied
privacy budget. We observed that the proposed methods
always outperform the other two methods and the precision
increased as the privacy budget ǫ increased for the proposed
methods on all the three datasets. This is because a bigger
privacy budget ǫ means a higher proportion of the workers
are chosen to report their true value for the proposed
methods. Specifically, as shown in Fig. 6a, when ǫ = 0.1,
LDPss1 achieves precision at 0.88 and LDPss2 achieves 0.79
respectively. When ǫ = 2, the precision of LDPss1 and
LDPss2 achieves 0.93 and 0.85 respectively. In addition, we
find that the increase of the privacy budget does not have
a big improvement for both BSL and IBSL. There are two
reasons. First, for the traditional local differential privacy,
a large number of participants are needed to reduce the
error. However, in the experiment, we only have around
one thousand records. Second, the dimension of the data is
very high in the proposed application. For ith iteration, the
node can only get ǫ

di|D| privacy budget. Due to this very
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(b) Gowalla: ǫ = 0.5
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(c) Gowalla: ǫ = 1
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(d) Gowalla: ǫ = 2
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(e) BrightKite: ǫ = 0.1
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(f) BrightKite: ǫ = 0.5
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(g) BrightKite: ǫ = 1
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(h) BrightKite: ǫ = 2
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(i) Synthetic: ǫ = 0.1
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(j) Synthetic: ǫ = 0.5
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(k) Synthetic: ǫ = 1
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(l) Synthetic: ǫ = 2

Fig. 5: Effect of k on three datasets
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(b) BrigthKite
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Fig. 6: Effect of ǫ on three datasets

small multiplier, small increase of ǫ does not lead to large
difference in the performance. A similar result can be found
on other two datasets.

5.3 Performance with different number of participants

To examine the effect of the number of participants, we
randomly sample 1000, 3000 and 5000 records from the
synthetic dataset and test the query precision on these three
datasets with different privacy budgets. We still set k = 10.

Fig. 7 shows the experimental results. It is observed
that the precision of the proposed methods increase with
the increase of the number of participants. Specifically, as
shown in Fig. 7a, when 1000 workers are queried, the
precision achieved by LDPss1 is 0.88, when the number of

workers is increased to 5000, LDPss1 achieves the precision
of 0.98, which sees an increase of 10%. LDPss2 achieves
a precision at 0.72 with 3000 workers and achieves 0.96
with 5000 participants. The BSL and IBSL follow the same
trend as the proposed methods. As we can see, the BSL
achieves 0.26 when the scheme involves 1000 workers with
privacy budget ǫ = 2 in Fig. 7d, and the precision achieves
0.32 and 0.36 on 3000 and 5000 workers respectively. The
result supports our expectation, as the difference between
number of workers in different locations are bigger with a
bigger number of participants, which causes the probability
that minimum number of the first k paths smaller than
maximum value of the rest to be small for the proposed
method and makes the error bound much smaller for both
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Fig. 7: Effect of the number of participants on the synthetic dataset
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Fig. 8: Performance with different number of locations
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Fig. 9: Effect of α on three datasets

BSL and IBSL.

5.4 Impact of the number of the locations

The number of the location indicates the dimension of the
dataset. We partition the map into 3 × 3, 4 × 4 and 5 × 5
respectively on Gowalla datasets. And examine the effect of
the dimension to the performance of the proposed methods.

Fig. 8 shows the performance of the methods in terms of
precision. The dimension of the dataset has a small effect to
the proposed method. The small fluctuation of the accuracy
is caused by the number of population instead of the dimen-
sion. This is because a bigger number of location reduces the
number of workers who have the same prefix. However, the
precision of BSL and IBSL decreases significantly with the
increasing of the number of locations. Specifically, as shown
in Fig. 8a, the LDPss1 achieves a precision at 0.93 when there
are 9 locations and the precision is still around 0.9 when
the number of location increases to 16 and 25. However,
the BSL achieves around 0.18 when the location number is
9, when the location number increases to 16 and 25, the
precision of BSL achieves 0.15 and 0.06 respectively, which

sees a decrease by 3% and 12% respectively. A similar result
can be found with other privacy budgets. In the case of
our proposed methods, the use of secret sharing mechanism
as a replacement of randomized response for the reporting
process eliminates the correlation between the number of
location and its precision. However, for the BSL and IBSL,
the number of location affects the dimension of the data. The
higher dimension means a higher variance, which reduces
the accuracy of the statistic result.

5.5 Performance with different alpha

We found that the method LDPss1 always outperforms
LDPss2. This is because the LDPss2 conducted double sam-
pling, which reduces the number of functional workers. We
examine the effect of the sampling probability to LDPss2 by
varying the parameter α. Fig. 9 shows the results. We varied
the number of α between 0.2 and 1 in Step 0.2 on three
datasets. Smaller α means smaller functional workers are
selected to contribute to the statistic. We found that LDPss2
has a good performance among all the settings even with
a small α. The precision is increasing with the increase of

https://doi.org/10.1109/TSC.2020.3039336


This paper appears in IEEE Transactions on Services Computing. https://doi.org/10.1109/TSC.2020.3039336
Please feel free to contact us for questions or remarks. 13
α. As shown in Fig. 9, when α = 0.2, the LDPss2 still
can achieve around 0.7 precision with ǫ = 0.1 on Gowalla
dataset and achieves 0.84 when α = 0.8. It has a higher
accuracy when the privacy budget ǫ becomes bigger. We
can find similar results on both the BrightKite dataset and
synthetic dataset.

6 RELATED WORK

There are a series of works study the problem of fre-
quency estimation following local differential privacy [14–
18]. Among which, three are three types of methods are
proposed to deal with high dimensional data statistics.

Hash-based method. Erlingsson et al. [11] proposed
randomized Aggregatable Privacy-Preserving Ordinal Re-
sponse (RAPPOR) technology, which applied the random-
ized response to the Bloom filters. Bassily and Smith [19]
proposed a random matrix-based method. The method is
similar to hash-based method. The user’ value v ∈ R

d is
mapped to a single bit and then the randomized response
is performed on this bit. To improve the accuracy of the
estimation, Wang et al. [20] proposed an Optimal Local
Hasing (OLH) method that hashes the value into g bit,
where g > 1. The hash-based method can reduce the query
times efficiently by reducing the dimension of the value to
a much lower dimension.However, the collision problem
of hash function has to be considered. And the decoding
process is much more complex.

Partition-based method. The partition-based method tries
to identify the frequent values in vector t without going
through every bit in t. Fanti et al. [14] proposed to partition
the vector into s segments and each user only needs to
report 2 segments instead of the whole value. The principle
is that if a value is frequent, the segment of the value is also
frequent. Wang et al. [15] partition users into g groups, each
user in a group reports a prefix. The aggregator estimates the
frequent values iteratively. Partition-based method increases
efficiency by reducing the query times. However, it increases
the other computational cost, such as the construction of the
candidate set. When g is big, the candidate set C is hard to
be enumerated.

Tree-based method. Bassily et al. [21] proposed a TreeHist
protocol which transforms the users’ items to binary strings
and builds a binary prefix tree. The proposed method en-
sures the number of surviving nodes in each level cannot ex-

ceed O

(

√

n
log d logn

)

. Wang et al. [10] proposed an adaptive

method to build the tree. Specifically, they proposed a novel
user candidate set construction method, which defines the
available user set U(v) (v refers to the node of the tree) as the
set of users who have not participated in the estimation of
the support value for any of v’s ancestor nodes. Tree-based
method is not limited to the binary attributes. However,
there has not been any specific method proposed which
reduces the effect of the dimension of the data. This leads
to output with high variance and large privacy budget
consumption.

7 CONCLUSION

In this paper, we considered the private hot path statistic
problem and proposed a novel solution that enables the

workers to participate in crowdsourcing platforms without
disclosing their location. Specifically, the proposed solution
combines the additive secret sharing and local differential
privacy technologies. The proposed method absorbed the
advantages of both secure sharing and local differential
privacy, which results in accurate statistical results with
strict privacy protection and small communication cost. We
evaluated the performance through extensive experiments
and the results prove that our method achieves an excellent
accuracy compared with the state-of-the-arts.

ACKNOWLEDGMENT

This research is supported by the National Research Foun-
dation, Prime Minister’s Office, Singapore under its Strate-
gic Capability Research Centres Funding Initiative.

REFERENCES

[1] R. K. Rana, C. T. Chou, S. S. Kanhere, N. Bulusu,
and W. Hu, “Ear-phone: an end-to-end participatory
urban noise mapping system,” in Proceedings of the
9th ACM/IEEE International Conference on Information
Processing in Sensor Networks. ACM, 2010, pp. 105–
116.

[2] P. Mohan, V. N. Padmanabhan, and R. Ramjee, “Ner-
icell: rich monitoring of road and traffic conditions
using mobile smartphones,” in Proceedings of the 6th
ACM conference on Embedded network sensor systems.
ACM, 2008, pp. 323–336.

[3] Y. Chon, N. D. Lane, F. Li, H. Cha, and F. Zhao, “Au-
tomatically characterizing places with opportunistic
crowdsensing using smartphones,” in Proceedings of the
2012 ACM Conference on Ubiquitous Computing. ACM,
2012, pp. 481–490.

[4] S. P. Singh, A. Nayyar, R. Kumar, and A. Sharma,
“Fog computing: from architecture to edge computing
and big data processing,” The Journal of Supercomputing,
vol. 75, no. 4, pp. 2070–2105, 2019.

[5] C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Cali-
brating noise to sensitivity in private data analysis,” in
Theory of cryptography conference. Springer, 2006, pp.
265–284.

[6] C. Dwork, A. Roth et al., “The algorithmic foundations
of differential privacy,” Foundations and Trends® in The-
oretical Computer Science, vol. 9, no. 3–4, pp. 211–407,
2014.

[7] S. L. Warner, “Randomized response: A survey tech-
nique for eliminating evasive answer bias,” Journal of
the American Statistical Association, vol. 60, no. 309, pp.
63–69, 1965.

[8] A. Shamir, “How to share a secret,” Communications of
the ACM, vol. 22, no. 11, pp. 612–613, 1979.
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